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Who Am I?
‣ Linux Systems Administrator/Engineer (LPIC-1, Linux+, LPIC-2)

‣ I have studied Linux for 12 years

‣ My Linux library contains over 200 books

‣ I have given talks at 10 infosec conferences

‣ InfoSec Career – Primary Focus:

• Linux System Hardening/Security

• Linux Memory Forensics & Malware Analysis

• Linux Digital Forensics & Incident Response (DFIR)

• Linux Intrusion Detection Systems (IDS)

• Linux Network Intrusion Detection Systems (NIDS)



Xe1phix – InfoSec Work 

‣ Gitlab | Pastebin | Gist | Github | 
‣ Telegram | Matrix | Briar | Session | Libera.chat | Jitsi | Discord | 
‣ Twitter | Gettr | LinkedIn | Reddit | ProtonMail | Gmail | 
‣ Archive.org | Bitchute | YouTube | PeerTube.video | PeerTube.live | 
‣ Libre.Video | LinuxRocks | OpenTube | P2PTube | DTube |
‣ Write.as | Asciinema | Instructables | SoundCloud | Giphy | DeviantArt | 
‣ ParrotSec | Whonix | Kali | I2P | StackOverflow | StackExchange | 
‣ WilderSecurity | 
‣ GnuPG Key | Keybase.io | ProtonMail Public Key | 
‣ https://gitlab.com/xe1phix/xe1phix-linux-infosec-professional

https://gitlab.com/xe1phix/xe1phix-linux-infosec-professional
http://pastebin.com/u/xe1phix
https://gist.github.com/xe1phix
https://github.com/xe1phix
https://t.me/xe1phix
https://matrix.to/#/@xe1phix:matrix.org
http://Libera.chat/
https://twitter.com/xe1phix
https://gettr.com/user/xe1phix
https://www.linkedin.com/in/mark-curry-linux-infosec-professional/
https://www.reddit.com/user/xe1phix
mailto:markrobertcurry@protonmail.com
mailto:xe1phix@gmail.com
https://archive.org/details/@Xe1phix
https://www.bitchute.com/channel/U0QCI90XuSH9/
https://www.youtube.com/channel/UC4rzx4VToyHJDWbAEJ5cMxQ/videos
https://peertube.video/accounts/xe1phix/videos
https://peertube.live/accounts/xe1phix/videos
https://libre.video/video-channels/xe1phix_infosec_video_tutorials/videos
https://peertube.linuxrocks.online/a/xe1phix/videos
https://open.tube/accounts/xe1phix/videos
https://p2ptube.us/c/xe1phix_cipherpunk_linux_tutorial_series/videos
https://d.tube/c/xe1phix-1inux-tutorials
https://write.as/xe1phix/
https://asciinema.org/~xe1phix
https://www.instructables.com/member/xe1phix/
https://soundcloud.com/xe1phix/sets/nerdcore
https://giphy.com/channel/xe1phix
https://www.deviantart.com/xe1phix
https://community.parrotsec.org/u/xe1phix/summary
https://forums.whonix.org/u/xe1phix/summary
https://forums.kali.org/
http://forum.i2p/
https://stackoverflow.com/users/12099354/xe1phix
https://unix.stackexchange.com/users/379197/xe1phix
https://gitlab.com/xe1phix/Gnupg/blob/master/Xe1phix.asc
https://keybase.io/xe1phix
https://gitlab.com/xe1phix/ParrotSecWiki/-/blob/InfoSecTalk/Xe1phix-InfoSec-Talk-Materials/Secure-Linux-Networking-v2-%5BCornCon-2021%5D/Secure-Linux-Networking-v2-%5BConfigs%5D/%5BGnuPG%5D-Configs/publickey.xe1phix@protonmail.ch.asc
https://gitlab.com/xe1phix/xe1phix-linux-infosec-professional


https://gitlab.com/xe1phix/Xe1phix-Firejail#firejail-features
Xe1phix - Firejail Cheatsheet Template

https://gitlab.com/xe1phix/Xe1phix-Firejail#firejail-features
https://gitlab.com/xe1phix/ParrotLinux-Public-Kiosk-Project/-/blob/master/Xe1phix-%5BFirejail%5D/Xe1phix-Firejail-%5BCustom-Template%5D/Xe1phix-_Firejail_-Comprehensive-_All-In-One_-Hybrid-__Template__-_v29.8.52_-_07-07-21_.profile


Xe1phix - Firejail Cheatsheet Template

https://gitlab.com/xe1phix/ParrotLinux-Public-Kiosk-Project/-/blob/master/Xe1phix-%5BFirejail%5D/Xe1phix-Firejail-%5BCustom-Template%5D/Xe1phix-_Firejail_-Comprehensive-_All-In-One_-Hybrid-__Template__-_v29.8.52_-_07-07-21_.profile




Filtering Linux Capabilities





AppArmor - Overview



Apparmor - Status



Apparmor – Parser + Enforce



Firejail – Print Apparmor



  

NetworkManager 
AppArmor





Mullvad Activism

● Data Collection Techniques | Whonix Wiki
● Surveillance Capabilities | Whonix Wiki
● Abusive ISPs [OpenNIC Wiki]
● https://www.privacytools.io/providers/vpn/#mullvad
● https://prism-break.org/en/all/#vpn
● Privacy is A Universal Right | Mullvad Blog
● https://mullvad.net/en/blog/2020/6/25/results-available-audit-mullvad-app/
● Debian-Privacy-Server-Guide
● Rebel-Alliance-Tech-Manual
● Tradecraft DOs and DON'Ts
● A Declaration of The Independence of Cyberspace | Electronic Frontier Foundation

● European Court of Human Rights passes legislation to make mass surveillance official against human rights:
● [European Court of Human Rights - mass surveillance announcement]

https://www.whonix.org/wiki/Data_Collection_Techniques
https://www.whonix.org/wiki/Surveillance_Capabilities
https://wiki.opennic.org/abusive_isps?s%5B%5D=isp
https://www.privacytools.io/providers/vpn/#mullvad
https://prism-break.org/en/all/#vpn
https://mullvad.net/en/blog/2016/12/5/privacy-universal-right/
https://mullvad.net/en/blog/2020/6/25/results-available-audit-mullvad-app/
http://github.com/drduh/Debian-Privacy-Server-Guide
https://github.com/rebel-tech/Rebel-Alliance-Tech-Manual
https://wikileaks.org/ciav7p1/cms/page_14587109.html
http://www.eff.org/cyberspace-independence
https://hudoc.echr.coe.int/eng#%7B%22documentcollectionid2%22:[%22GRANDCHAMBER%22,%22CHAMBER%22],%22itemid%22:[%22001-186048%22]%7D


Mullvad Features
● No logging policy
● Open source clients
● WireGuard support
● Mullvad Android client available on F-Droid.
● Built-in killswitch to block internet connections 
outside of the VPN.

https://www.privacytools.io/providers/vpn/#mullvad

https://www.privacytools.io/providers/vpn/#mullvad


  
OpenNIC Abusive ISPs Wiki

https://wiki.opennic.org/abusive_isps?s[]=isp




Systemd – systemd-resolved



Systemd – systemd-resolved cont



Mullvad DNS Servers



  

NetworkManager





●https://mullvad.net/en/check/

https://mullvad.net/en/check/


●https://mullvad.net/en/check/

https://mullvad.net/en/check/








Fetching Mullvad GPG Keys Using 
GPG And SKS Keyservers

https://mullvad.net/en/help/verifying-signatures/
Xe1phix-GnuPG-[Mullvad]-Trust-Verified-Signatures.sh

https://mullvad.net/en/help/verifying-signatures/
https://gitlab.com/xe1phix/ParrotSecWiki/-/blob/InfoSecTalk/Xe1phix-InfoSec-Talk-Materials/Secure-Linux-Networking-v2-%5BCornCon-2021%5D/Secure-Linux-Networking-v2-%5BCheatsheets%5D/%5BGnuPG%5D-Cheatsheets/Xe1phix-GnuPG-%5BMullvad%5D-Trust-Verified-Signatures.sh


Securely Fetching Mullvads GPG 
Signing Key Using Curl (TLS)



Verifying The Mullvad Binary

Xe1phix-GnuPG-[Mullvad]-Trust-Verified-Signatures.sh
https://mullvad.net/en/help/verifying-signatures/

https://gitlab.com/xe1phix/ParrotSecWiki/-/blob/InfoSecTalk/Xe1phix-InfoSec-Talk-Materials/Secure-Linux-Networking-v2-%5BCornCon-2021%5D/Secure-Linux-Networking-v2-%5BCheatsheets%5D/%5BGnuPG%5D-Cheatsheets/Xe1phix-GnuPG-%5BMullvad%5D-Trust-Verified-Signatures.sh
https://mullvad.net/en/help/verifying-signatures/


Mullvad – OpenVPN Details

https://mullvad.net/en/what-is-vpn/

https://mullvad.net/en/what-is-vpn/


OpenVPN In-depth Analysis

CVE-2019-14899

https://seclists.org/oss-sec/2019/q4/122


OpenVPN – Connection Types



● https://mullvad.net/en/account/#/openvpn-config/

https://mullvad.net/en/account/#/openvpn-config/


Mullvad – DNS Server + OpenVPN And 
WireGuard SOCKS Proxy Servers

● https://mullvad.net/en/help/socks5-proxy/

https://mullvad.net/en/help/socks5-proxy/


Mullvad – Copying Certificates

● https://mullvad.net/en/help/linux-openvpn-installation/
● https://mullvad.net/en/account/#/openvpn-config/

https://mullvad.net/en/help/linux-openvpn-installation/
https://mullvad.net/en/account/#/openvpn-config/


Mullvad – Immutable Bits:



Loading The Virtual TUN/TAP Interface



Loading The OpenVPN Config



OpenVPN – Restart After Suspend

OpenVPN-Reconnect.service

https://gitlab.com/xe1phix/ParrotSecWiki/-/blob/InfoSecTalk/Xe1phix-InfoSec-Talk-Materials/Secure-Linux-Networking-v2-%5BCornCon-2021%5D/Secure-Linux-Networking-v2-%5BConfigs%5D/%5BOpenVPN%5D-Configs/openvpn-reconnect.service


90-tun-ignore.network

https://gitlab.com/xe1phix/ParrotSecWiki/-/blob/InfoSecTalk/Xe1phix-InfoSec-Talk-Materials/Secure-Linux-Networking-v2-%5BCornCon-2021%5D/Secure-Linux-Networking-v2-%5BConfigs%5D/%5BOpenVPN%5D-Configs/90-tun-ignore.network


<--Connected Via OpenVPN

Connected Via Wireguard-->



Mullvad - Configure Firefox

https://mullvad.net/en/help/socks5-proxy/#get-started

https://mullvad.net/en/help/socks5-proxy/#get-started




Mullvad – NetworkManager Setup

https://mullvad.net/en/help/linux-openvpn-installation/

https://mullvad.net/en/help/linux-openvpn-installation/








nmcli – Show Mullvad Connection



nmcli – Examine VPN Connection





  

Mullvad – Post Quantum Cryptography

https://csrc.nist.gov/projects/post-quantum-cryptography

https://csrc.nist.gov/projects/post-quantum-cryptography


  

Enable Mullvad
KillSwitch



  

Enabling Kill Switch Via IPTables

https://mullvad.net/en/help/linux-openvpn-installation/

https://mullvad.net/en/help/linux-openvpn-installation/


Mullvad – Telegram SOCKS5 Proxy



  

Android  
Mullvad 

Wireguard
Setup



  

Android
DNS + Require VPN



  

Android
Wireguard 
Telegram

Configuration





Telegram - Firetools



Telegram – AppArmor 
Profile



Telegram - Firejail



Telegram – Firejail 2



qBittorrent – Anonymous Mode v2



● https://mullvad.net/en/help/bittorrent/

https://mullvad.net/en/help/bittorrent/


● https://mullvad.net/en/help/bittorrent/

https://mullvad.net/en/help/bittorrent/


qBittorrent – 
OpenVPN 
SOCKS5 

Proxy



qBittorrent – Wireguard VPN



Fetch IP Filter For qBittorrent

Xe1phix - qBittorrent IPFIlter Script

https://gitlab.com/xe1phix/ParrotSecWiki/-/raw/InfoSecTalk/Xe1phix-InfoSec-Talk-Materials/Secure-Linux-Networking-%5BCornCon-2020%5D/Secure-Linux-Networking-%5BCheatsheets%5D/qBittorrent-Cheatsheets/Xe1phix-qBittorrent-IPfilter-Fetch.sh


qBittorrent - Applying IPFilters

Xe1phix - qBittorrent IPFIlter Script

https://gitlab.com/xe1phix/ParrotSecWiki/-/raw/InfoSecTalk/Xe1phix-InfoSec-Talk-Materials/Secure-Linux-Networking-%5BCornCon-2020%5D/Secure-Linux-Networking-%5BCheatsheets%5D/qBittorrent-Cheatsheets/Xe1phix-qBittorrent-IPfilter-Fetch.sh


qBittorrent – Firejail Profile



qBittorrent – 
Firejail Profile



  

OpenVPN – Packet Capture



IPTables – Load Modules



IPTables

Xe1phix-IPTables-Custom-Script.sh

https://gitlab.com/xe1phix/ParrotLinux-Public-Kiosk-Project/-/blob/master/Xe1phix-%5BIPTables%5D/Xe1phix-ParrotKios-IPTables-Custom-Rules/Xe1phix-IPTables-Goatse-Syntax-v5.4.sh


IPTables – Drop WebRTC











IPTables – Blocking Port Scans

Xe1phix-IPTables-Custom-Script.sh

https://gitlab.com/xe1phix/ParrotLinux-Public-Kiosk-Project/-/blob/master/Xe1phix-%5BIPTables%5D/Xe1phix-ParrotKios-IPTables-Custom-Rules/Xe1phix-IPTables-Goatse-Syntax-v5.4.sh


IP6Tables



Brief List of IPv6 Weaknesses

A Complete Guide on IPv6 Attack and Defense

IPv6 Attack Cheatsheet

https://www.sans.org/white-papers/33904/
https://github.com/zbetcheckin/IPv6


IPv6 Attack Toolkit Github

https://github.com/vanhauser-thc/thc-ipv6


Sysctl – IPv6

IPv6 Module Parameters

https://www.kernel.org/doc/html/latest/_sources/networking/ipv6.rst.txt


Sysctl
40-ipv6.conf 
sysctl.conf

40-ipv6.conf

https://gitlab.com/xe1phix/ParrotSecWiki/-/blob/InfoSecTalk/Xe1phix-InfoSec-Talk-Materials/Secure-Linux-Networking-v2-%5BCornCon-2021%5D/Secure-Linux-Networking-v2-%5BConfigs%5D/Xe1phix-%5BSysctl%5D-Configs/%5BXe1phix%5D-40-ipv6.conf


IPTables - OpenVPN



  

IPTables – Policy For Loop



  

IPTables – Save + Restore



IPSet – Git Clone

https://github.com/firehol/blocklist-ipsets

https://github.com/firehol/blocklist-ipsets


IPSet – Enabling Lists





IPSet – Custom Bash For Loop

https://github.com/firehol/blocklist-ipsets

https://github.com/firehol/blocklist-ipsets


IPSet – List Blacklist IPs



IPSet – Saving Rules 
+ Listing IPTables Rule

https://github.com/firehol/blocklist-ipsets

https://github.com/firehol/blocklist-ipsets


FWSnort – Fetch Rules



FWSnort – IPTables Script





FWSnort – Save + Restore



https://mullvad.net/en/what-is-vpn/

https://mullvad.net/en/what-is-vpn/




Using WireGuard

https://mullvad.net/en/help/how-turn-wireguard-mullvad-app/

WireGuard is the default protocol.

https://mullvad.net/en/help/how-turn-wireguard-mullvad-app/


●Regenerate key: Replace your 
current key. This will also replace your 
internal static IP address.
●Verify key: This will verify your current 
key.
●Manage keys: Open your account 
page on our website so you can get an 
overview of all your keys.

Regenerate WireGuard Key



Mullvad - WireGuard Configuration Script:



Executing 
Mullvads 

WireGuard 
Configuration 

Script:



Setting Wireguard Directory Permissions









 Setting The Wireguard Interface Up



 Setting The Wireguard Interface Down



Wireguard – Packet Capturing



Using pfSense with Mullvad

https://mullvad.net/en/help/using-pfsense-mullvad/
https://mullvad.net/en/help/using-pfsense-mullvad/
https://mullvad.net/en/help/using-pfsense-mullvad/
https://mullvad.net/en/help/using-pfsense-mullvad/






OPNSense – Import Mullvad Certificate



Using pfSense with Mullvad

https://mullvad.net/en/help/using-pfsense-mullvad/
https://mullvad.net/en/help/using-pfsense-mullvad/
https://mullvad.net/en/help/using-pfsense-mullvad/
https://mullvad.net/en/help/using-pfsense-mullvad/


Add an Interface and NAT Rules

Using pfSense with Mullvad

https://mullvad.net/en/help/using-pfsense-mullvad/
https://mullvad.net/en/help/using-pfsense-mullvad/
https://mullvad.net/en/help/using-pfsense-mullvad/
https://mullvad.net/en/help/using-pfsense-mullvad/


PFSense – Mullvad DoH DNS



ProtonVPN
● ProtonVPN

● https://www.privacytools.io/providers/vpn/#protonvpn
● https://protonvpn.com

● https://github.com/ProtonVPN
● https://github.com/ProtonVPN/protonvpn-cli
● https://github.com/ProtonVPN/linux-cli-community

https://www.privacytools.io/providers/vpn/#protonvpn
https://protonvpn.com/
https://github.com/ProtonVPN
https://github.com/ProtonVPN/protonvpn-cli
https://github.com/ProtonVPN/linux-cli-community












https://github.com/ProtonVPN/linux-cli-community/blob/master/USAGE.md

https://github.com/ProtonVPN/linux-cli-community/blob/master/USAGE.md#example-installation-on-ubuntu-1804


ProtonVPN – DNS Leak Protection

https://github.com/ProtonVPN/linux-cli-community/blob/master/USAGE.md

https://github.com/ProtonVPN/linux-cli-community/blob/master/USAGE.md#example-installation-on-ubuntu-1804


ProtonVPN – Enable Kill Switch

https://github.com/ProtonVPN/linux-cli-community/blob/master/USAGE.md

https://github.com/ProtonVPN/linux-cli-community/blob/master/USAGE.md#example-installation-on-ubuntu-1804


ProtonVPN – DNSLeakTest

https://github.com/ProtonVPN/linux-cli-community/blob/master/USAGE.md

https://github.com/ProtonVPN/linux-cli-community/blob/master/USAGE.md#example-installation-on-ubuntu-1804


ProtonVPN - Disconnect

https://github.com/ProtonVPN/linux-cli-community/blob/master/USAGE.md

https://github.com/ProtonVPN/linux-cli-community/blob/master/USAGE.md#example-installation-on-ubuntu-1804


Journalctl



Journalctl Cheatsheet



Lsof Cheatsheet 2



LSOF -

Xe1phix-LSOF-Cheatsheet.sh

https://gitlab.com/xe1phix/ParrotSecWiki/-/blob/InfoSecTalk/Xe1phix-InfoSec-Talk-Materials/Secure-Linux-Networking-%5BCornCon-2020%5D/Secure-Linux-Networking-%5BCheatsheets%5D/TCPDump-Cheatsheet/Xe1phix-TCPDump-Cheatsheet-_v5.7.8_.sh


Fuser Cheatsheet

Xe1phix-[FUser]-Cheatsheet



Kill Cheatsheet



PID Cheatsheet



STrace Cheatsheet



SS – Socket Statistics



PS Cheatsheet



Xe1phix–[PS]-Cheatsheet

Xe1phix-[PS]-Cheatsheet



Xe1phix-[PCAP]-Cheatsheet







X
e1phix -TC

P
D

um
p-C

heatshe et-[v5. 7.8].sh

https://gitlab.com/xe1phix/ParrotSecWiki/-/blob/InfoSecTalk/Xe1phix-InfoSec-Talk-Materials/Secure-Linux-Networking-%5BCornCon-2020%5D/Secure-Linux-Networking-%5BCheatsheets%5D/TCPDump-Cheatsheet/Xe1phix-TCPDump-Cheatsheet-_v5.7.8_.sh


TShark

tshark CheatSheet

https://github.com/veerendra2/my-utils/wiki/tshark-CheatSheet


Xe1phix - TCPick - Cheatsheet

Xe1phix-[TCPick]-Cheatsheet



Etherape – Traffic Graphs



Xe1phix Tutorial Videos
● https://archive.org/details/@xe1phix
● https://youtube.com/@xe1phix/videos
● https://www.bitchute.com/channel/U0QCI90XuSH9/

https://archive.org/details/@xe1phix
https://youtube.com/@xe1phix/videos
https://www.bitchute.com/channel/U0QCI90XuSH9/
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