) Un ging From Freemium File
Hosting With ownCloud

Searching for Privacy & Security in the
Era of Big Data
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https://www.youtube.com/watch?v=5IdMWxtMMB8




If this I1sn't for you, I'm sorry...

e Even If you don't use Dropbox, Google, Box, or
another such service...

- Family
- Friends
- Co-workers

e “This affects all of us, man. Our basic freedoms!”
e ... there 1s a command-line client


https://github.com/owncloud/mirall/blob/1.7/doc/owncloudcmd.1.rst

e Control
e Privacy
e Security



m IS 1t? What Technologies?
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ownCloud is a file hosting
solution.

ownCloud is AGPLvV3

PHP & JavaScript

SabreDAV: CalDAV/CardDAV
OpenlID/LDAP

PDF.js

ODF

Mozilla Sync

csync



What services does it provide?

Storage, syncing, and e \Web interface

Sl1anng e Desktop client (cross-
Users, groups, quotas platform)
/ ) e Android & I0S
Calendar .
Contacts - Dropbox
Bookmark sync - Google
- FTP

e GNOME & KDE
Photo gallery integration


http://doc.owncloud.org/server/7.0/user_manual/files/versioncontrol.html
http://doc.owncloud.org/server/7.0/user_manual/files/deletedfiles.html
http://doc.owncloud.org/server/7.0/user_manual/documents.html
http://doc.owncloud.org/server/7.0/admin_manual/configuration/custom_mount_config_gui.html

Recent features

. e Encrypted
collaboration across

e Responsive WebUI
servers

e User/group sharing of
external storage

e Configurable e-mall
notifications


http://doc.owncloud.org/server/7.0/admin_manual/configuration/server_to_server_managing.html

What doesn't it do?
e Make PHP safer (ha!)

e Client-side encryption pﬂp)
- Mega/SpiderOak -
- Server must be “trusted”
e Disk/file system encryption is up to the admin
e No spreadsheets (yet!)
e email (duh!)

- An “app” Is available to hook up to a mail server
e File de-duplication

e Replace Plex/MB3 (31 party “apps”)



How to set it up?

e ownCloud uses the

e Packages are available for Debian, Ubuntu,
CentOS, Fedora, RHEL, OpenSUSE, and SLE

e Apache, , , ;

e You can always set it up from


http://software.opensuse.org/download/package?project=isv:ownCloud:community&package=owncloud
http://doc.owncloud.org/server/7.0/admin_manual/installation/configuration_nginx.html
http://doc.owncloud.org/server/7.0/admin_manual/installation/configuration_lighttpd.html
http://doc.owncloud.org/server/7.0/admin_manual/installation/configuration_hiawatha.html
http://doc.owncloud.org/server/7.0/admin_manual/installation/configuration_yaws.html
http://doc.owncloud.org/server/7.0/admin_manual/configuration/configuration_database.html
https://forums.freenas.org/index.php?threads/drkks-definitive-guide-to-installing-owncloud-in-freenas-or-freebsd.19605/
https://github.com/owncloud

tion, set Strict-Transport-Security, etc

- Forward secrecy, modern ciphers
o Fail2Ban

e Some help...


http://www.rojtberg.net/687/secure-owncloud-setup/
http://www.rojtberg.net/711/secure-owncloud-server/
http://forum.owncloud.org/viewtopic.php?f=26&t=21254
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Links from Q&A/Discussion

° and

e GNU+LInux on Acer C720 Chromebook
- Arch Docs

o with the
e ownCloud

e Apparently copying files into the data folder manually is
(sorry to whomever | said this would work)

e Synchronizing and with : :
e Free available via


http://demo.owncloud.org/
http://doc.owncloud.org/server/7.0/admin_manual/configuration/configuring_big_file_upload.html
http://doc.owncloud.org/server/7.0/admin_manual/configuration/configuring_big_file_upload.html#enabling-uploading-big-files
http://www.techjawab.com/2014/08/how-to-setup-owncloud-7-on-raspberry-pi.html
https://wiki.archlinux.org/index.php/Acer_C720_Chromebook
https://wiki.archlinux.org/index.php/Chromebook
http://jeffhoogland.blogspot.com/2014/01/howto-bodhi-linux-on-acer-c720.html
http://doc.owncloud.org/desktop/1.5/architecture.html#ignored-files
http://doc.owncloud.org/desktop/1.5/ownCloudClientManual.pdf
http://apps.owncloud.com/content/show.php/Music?content=164319
http://doc.owncloud.org/desktop/1.6/troubleshooting.html#isolating-other-issues
http://doc.owncloud.org/server/7.0/user_manual/pim/calendar.html
http://doc.owncloud.org/server/7.0/user_manual/pim/contacts.html
http://doc.owncloud.org/server/7.0/user_manual/pim/sync_ios.html
http://en.wikipedia.org/wiki/Comparison_of_CalDAV_and_CardDAV_implementations
http://doc.owncloud.org/server/7.0/user_manual/pim/sync_kde.html
https://f-droid.org/repository/browse/?fdfilter=ownCloud&fdid=com.owncloud.android
https://f-droid.org/

